ZK [z

USER MANUAL

/KBioPack 2.0

Date; March, 2017




©Copyright 1998-2017 ZKTECO CO.,LTD All rights reserved.

All rights reserved. Except as specifically permitted herein, no portion of the information in this document
may be reproduced in any form or by any means without the prior written permission from ZKTECO. The
software described in this manual may include copyrighted software of ZKTECO and possible licensors.
Customers shall not reproduce, distribute, modify, decompile, disassemble, decrypt, extract, reverse
engineer, lease, assign, or sublicense the said software in any manner, unless such restrictions are
prohibited by applicable laws or such actions are approved by respective copyright holders under

license.

Please read documents carefully when using the software. We apologize for any inconvenience caused

by the preceding reasons.

Thank you.
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The purpose of ZKBioPack is to add biometric readers to Customer's access control software. Customers
can launch the ZKBioPack software application from within their software interface when ZKAccess IP-
based biometric readers are added.

After launching ZKBioPack from within the software, administrators can enroll Personnel's biometric
credentials (fingerprints and/or faces) by using a ZKAccess USB fingerprint enrollment device attached to
the computer running the software.

After enrollment is complete, ZKBioPack synchronizes the biometric templates with all the ZKAccess
biometric readers on the network.

Fingerprint template synchronization is performed in the background, making the ZKBioPack security
system entirely transparent to the software users.

PC Requirements:

CPU Dual-core processor with speed of 2.4GHZ or above.
RAM 4 GB or above
Storage 30 GB Free Space (NTFS Recommended)
Operating System Windows 7/8/10/Server 2008 (32/64 bit)

Database Requirements:

ZKBioPack Default Database PostgreSQL

ZKBioPack Optional Database SQL Server and Oracle
Customer Database MSSQL

ZKBioPack Plug-in Database MSSQL

Supported models: F18, F19, Mutibio800, ProFAC, ProBio, ProCaptureT, inPulse, inPulse+.

The installation comes in package of two installation package.

% ZEBioPack2.0_Plug-in  WinRAR ZIP archive
% ZEBioPack2.l WinRAR archive
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5. How It Works-Flowchart

Installation comes as below package:
B ZKBioPack2.0

B ZKBioPack2.0_Plug-in

Customer R ZKBioPack 2.0 ZKTECO ‘Access Customer-s Access
Software Device Device

1. It compares the database to synchronize all

— changes for the user.
4 . . Personnel is enrolled using the
Customer Software calls 2. Synchronizes only users in the T | deut
the plug-in to register configuration area. eco access control device.

fingerprints, faces, and Now, ZKTeco access control
passes fingerprint data to 3. Sends per?onnel |.nformat|on (pin, card device exports Wiegand signal
\ ZKBioPack 2.0 y \ number, fingerprint, face and other data) / \_to the customer access control /
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Before using the software, you need to extract and install it. Extract this B ZKRioPack2.0 Package file.

After extracting, run the B setup setup file.

1. Config File folder
L DLL File folder
L0 Image File folder
L logs File folder
11 MainResource File folder
1. Pubs File folder
1 UpdatePack File folder
| B setup Application |

Once the setup is started, you will find below interface. This test is done to check if the PC is suitable for
software installation or not. It will check all the required details to install the software.

If any discrepancy is found, then instead of green tick mark a red cross mark will be shown with a warning!
Click on the warning message to know the exact reason of failure in installing the software.

" Ervironmental tes

An admin user? v Passed
Environment variables test v Passed
Software conflicts test v Passed
Service port test v Passed
Antivirus software test v Passed
Compatibility test v Passed
Exit Continue

Then click on Continue, to start the installation.

© Copyright 2017 ZKTeco 5



Click on Next to proceed with installation.

@ Setup - ZKBioPack

/7

Advanced Solutions, Total Security

ZKBioPack

POWERED BY

Cancel ] [ Next > ]

Read the agreement and select | Accept the agreement. Then click Next to continue.

End-user Software License Agreement

License:

ZKTeco, hereby, licenses you the right of use of the software application, upon your acceptance of the below conditions: Except for the authorized actions by
the terms and conditions in this End-user Software License Agreement (Agreement), no applications, utiizations, duplications, modifications, renting, or
transference of any part of the software system shall be practiced.

‘You must guarantee that:

1.this system shall be applied to one machine only;

2.for back-up or document management purposes, you shall produce a duplication, which is in a readable format for the machine, of this system;

3.you shall transfer this system and the Agreement to the third party, only upon the third party's acceptance of the terms and conditions of the Agreement. If
any transference is made, the original documents, all related documents, and all duplications of the documents shall be transferred to the third party. Any
untransferred document and its duplications shall be completely destroyed and eliminated;

4,you shall apply this system to multi-user condition or Internet system, only upon meeting one of the below pre-requisites:

litis prodaimed in writing that this system may be applied to multi-users condition or Internet system; or

ILicense of use has been purchased for all nodes and end node of this system.

‘You must guarantee that:

1.vou shall not re-transfer the license of this system;

2.you shall not perform any type of reverse engineering, disassembly, or de-compilation;

3.you shall not duplicate, or deliver this system or any part of this system, except for authorized actions in writing by the terms and conditions in this agreement.

Your license is automatically terminated, if you transfer this system, or any part of this system, or duplication of this system, or any part of the duplication of this
system to the third party.

Copyrights and Ownerships of this system:

The names of this systems and all its duplications co-exist with the company stated in the CD-ROM or in this system, This system and all its related documents
own copyright, and are under legal protection of the "Copyright Law of People's Republic of China” and "World Intellectual Property Organization Copyright
Treaty”. You are not entitled to delete the Copyright Proclamation from this system, and shall guarantee to duplicate the Copyright Prodamation for this system.
‘fou shall agree to prevent and stop any form of illegal duplications of this system and all its related documents.

After-sale Warranty:

We offer warranty that, under normal usage, in 90 consecutive days after purchase, no manual or material defects shall be presentin the software carrier. In

case defects are certified, our complete responsibility shall be the exchange of purchased software carrier. Any defect caused by accident, misuse, or overuse
are not covered by our After-sale Warranty. Exchanged carriers possess the previous remaining period of guarantee, or 30 consecutive days guarantee (jf the
remaining period of guarantee is less than 30 consecutive days).

Limitations on Cur Warranty:

m

(@) I accept the agreement (7)1 do not accept the agreement < Back ] [ Cancel ] [ MNext =

© Copyright 2017 ZKTeco
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Check and confirm the correct port number. Make sure to keep the exception box ticked.

(] Setup - ZKBioPack

AT, N\
%fi,/; A ?Zigﬁﬁ;\ .&\%} l:ﬂjdvanred Solutions, Total Security

() ZKBioPack

POWERED BY

Please enter a valid port from 10-65535 (except 21,80,6380 and 5432)

Port |8088 [¥] Add exception to the firewall < Back ] [ Cancel ] [ Next >

Select the drive where you want to install the software. By default, C drive will be selected.

lﬂ Setup ZKBloPack

(ﬁ/ A // !4 é@\\ :\\\%\ =h%vanced$olutians, Total Security

() ZKBioPack

POWERED BY

Setup will install ZKBioPack into the following folder.

C:\Program Files (x86)\ZKBioPack ] [ Browse... | [ <Back | [ cancel | [ next>

At least 407.5 MB of free disk space is required.

© Copyright 2017 ZKTeco 7
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The default database will be selected, if you have an alternative database then select as required.

m Setup ZKBil

Advanced Solutions, Total Security

(1) ZKBioPack

POWERED BY

(@) Default database () Alternative database < Back ] [ Cancel ] [ Next > J

Please specify the default backup folder or path.

lﬂ Setup ZKBioPack

/ﬁ: /// Mﬁ&\ﬁ\ ,‘i\%\ ¥ ZK7.E'CE!vancedSolutions, Total Security

i) ZKBioPack

POWERED BY

Backup document path

C:\SecurityDBBack | [ Browse < Back ] [ Cancel ] [ Next > ]

© Copyright 2017 ZKTeco 8



Finally, click on Install to finish installation.

Ll Setup - ZKBioPack

4

ZKT=ca

Advanced Solutions, Total Security

() ZKBioPack

Click Install to continue with the installation, or dick Back if you want to review or < Back ] [ Cancel ] [ Instal
change any settings.

The installation may take few minutes depending upon your system hardware and software.

Ll Setup - ZKBioPack

;//: ’d ’:./'; AN N N\ 2 -
%&é%ﬂé}%%&\% 3 m“%vanced Solutions, Total Security

(1) ZKBioPack

POWERED BY

Extracting files...

Cancel

[ | |

© Copyright 2017 ZKTeco
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It is advisable to restart your PC after the installation. Make sure to save your other works before
proceeding with restart.

L Setup - ZKBioPack
{1 3

4

/s

T NVRC

/ ] Advanced Solutions, Total Security

() ZKBioPack

POWERED BY

Completing the ZKBioPack Setup Wizard

@) Yes, restart the computer now

(©) No, I will restart the computer later

After the installation is completed, you will find below icon at your desktop.

[d

ZKBioPack

© Copyright 2017 ZKTeco 10



Note 1 & 2 are only for Schneider software Continuum.

Before installing Plug-in, customer’s software should set up the parameter for sending out
personnel info.

Setup the path of Plug-in/BioPack.exe
biopack.exe 0.574685335 /p /e /fp lan=en

BioPack.exe is the path called

0.574685335 is the customer software ObjectlD.Hi&ObjectID.Low
/p is the personnel

/e is the enroll

/fp is the fingerprint (optional /fa, /fv)

lan=en is the Ul showing language

For all customer’s software.
Extract this 8 ZKBioPack2.0_Plug-in package file.

After extracting, run the setup file.

| senvice File folder
| 5DK File folder
| Package File folder
/| more File folder
J Image File folder
J fingerprint File folder
J files File folder

. DotMET Framework File folder

, data File folder
Enroll-FP Windows Batch File
ﬁ setup Application

Once the setup is started, you will find below interface. Select your language and click OK.

© Copyright 2017 ZKTeco 11
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Select Setup Language @
Select the language to use during the
installation:
| Engiish -
[ Ok ] [ Cancel ]

Select Setup Language [ﬂ

Select the language to use during the
installation:

English -
E{FEIE

| I 1

Read the agreement and then click Next to continue.

i3 Setup - ZKBioPack o e )

"applets” incorporated into the SOFTWARE PRODUCT), the accompanying printed materials, and any copies of the SOFTWARE PRODUCT are owned by the
Author of this Software, The SOFTWARE PRODUCT is protected by copyright laws and international treaty provisions, Therefore, you must treat the SOFTWARE
PRODUCT like any other copyrighted material except that you may install the SOFTWARE PRODUCT on a single computer provided you keep the original solely
for badkup or archival purposes.

LIMITED WARRANTY

MO WARRAMNTIES.

The Author of this Software expressly disdaims any warranty for the SOFTWARE PRODUCT. The SOFTWARE PRODUCT and any related documentation is
provided "as is” without warranty of any kind,either express or implied, induding, without limitation, the implied warranties or merchantability, fitness for a
particular purpose, or noninfringement. The entire risk arising out of use or performance of the SOFTWARE PRODUCT remains with you.

MO LIABILITY FOR DAMAGES.

In no event shall the author of this Software be liable for any damages whatsoever {induding, without limitation, damages for loss of business profits, business
interruption, loss of business information, or any other pecuniary loss) arising out of the use of or inability to use this product, even if the Author of this Software
has been advised of the possibility of such damages.

Acknowledgment of Agreement.

I have carefully read and understand this Agreement, Radiate, Inc.i™s Privacy Policy Statement.

IF YOU ACCEPT the terms of this Agreement:

I acknowledge and understand that by ACCEPTING the terms of this Agreement.

m

IF YO DO NOT ACCEFT the terms of this Agreement.

1 acknowledge and understand that by refusing to accept these terms, I have rejected this license agreement and therefore have no legal right to install, use, or
copy this Product or the Licensed Software that it incorporates.

Cancel ] [ Next = ]

© Copyright 2017 ZKTeco 12



ZK

Select the drive where you want to install the software. By default, C drive will be selected.

[ A
[‘BJ Setup - ZKBioPack = —; 52

Advanced Solutions, Totai Security

POWERED BY

Setup will install ZKBioPack into the following folder.
C:\ZKTeco\ZKBioPack Browse... 1 [ < Back ] [ Cancel ] [ Next > ]

At least 73.6 MB of free disk space is required.

Select the program shortcut location.

5/ Setup - ZKBioPack & = -

ECd
Advanced Solutions, Totai Security:

POWERED BY

i Setup will create the program's shortcuts in the following Start Menu folder.
| E

ZKBioPack < Back ) [ Cancel ] [ Next > ]

© Copyright 2017 ZKTeco 13



Now we need to configure the database. Click on Configure Database.

5/ Setup - ZKBioPack = = S

Advanced Solutions, Total Security

POWERED BY

[ Configure Database ] [ < Back ] [ Cancel ] [ Next > ]

.

J

Enter the details correctly. Schneider customers please select Schneider and enter database name as
ContinuumDB.

Make sure to enter the host address, username and password correctly.

i) Setup - ZKBioPack =] (=] = |

Advanced Soltions, Total Security

Configure Database

System database support MSSOLS erver2005 or latest.

— Select Type
© Schneider
7 RS2

Host Address: (local\SqlE spress
User Name: sa

Password:
— Remote Database ——

@ MSSOLServer2005

Integrated Database:

ZKBioPack Database  ZKAccess

Test Connection

[ cancel |

< Back ] [ Cancel ] [ Next >

© Copyright 2017 ZKTeco 14



§5/ Setup - ZKBioPack - (=] (= Pg

(3]

Advanced Solutions, Totai Security

Select here Enter ContinuumDB

for Schneider jgure Databese for Schneider

System database support MSSOLServer2005 or latest.

— Select Type Host Address: ACHALABHISHEK
@) Schneider

RS2

User Name: sa

XRERRHXK

Password:
Remote Database

@ MSSOLServer2005

Integrated Database:  ContinuumDB

ZKBioPack Database  ZKAccess

| Test Connection

l Cancel ‘

| Configure Database < Back J [ Cancel J ‘ Next > J

Once you have entered the details, click on Test Connection to check connection status.

i) Setup - ZKBioPack EINFEEI

(3]

Advanced Solutions, Totai Se

System database support MSSQLS erver2005 or latest.

— Select Type ; Host Address: ACHALABHISHEK
©) Schneider

@ RS2

User Name:

Password:
— Remote Database ——

© MSSOLServer2005

Integrated Database:  ContinuumDB

ZKBioPack Database  ZKAccess

55 .
Test Connection

| The connection of database is successful!

‘

< Back ] [ Cancel } [ Next > ]

After the connection is successful, click on Post.

© Copyright 2017 ZKTeco 15
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Advanced Solutions, Totai Security:

Configure Database

System database support MSSOLServer2005 or latest.

Once the connection is !
established, click on Post e ACHALABHISHEK

3 User Name: sa
2 RS2
Password: [rem—
[ N Integrated Database:  ContinuumDB

@ MESULServer "\ ZKBioPack Database ZKAccess

[_ Post ] [ Cancel ]

[ Configure Database ] < Back ] [ Cancel ] [ Next >

After that click on Next to proceed with installation.

( ™\
i3 Setup - ZKBioPack )

3 3 =

J

Advanced Solutions, Totai Secur

()ZKBio Pack

POWERED BY

Then click on
Next

Configure Database ] < Back ] [ Cancel ] Next >

© Copyright 2017 ZKTeco



Now click on Browse to select the backup path or folder.

P
ﬁ:)] Setup - ZKBioPack

Path for storing backup file:

not contains blank.

Click Here

Note that the database backup path and the present system installed path not be under the same disk.Don't set the path to the root of a disk,and the path must|

ECd
Advanced Solutions, Total Security:

POWERED BY

Browse < Back ] [ Cancel ] [ Next > ]

Path for storing backup file:

not contains blank.

D:\Workspace\ZKBioPack2.0 V1.0-2016.8.17
Note that the database backup path and the present system installed path not be under the same disk.Don't set the path to the root of a disk,and the path must|

© Copyright 2017 ZKTeco
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Advanced Solutions, Totai Security:

ZKBio Pack

POWERED BY

< Back ] [ Cancel ] [ Next >




Finally, click on Install to finish setup.

( i3 ™y
i3 Setup - ZKBioPack & e By -

ELd

Advanced Solutions, Total Security:

POWERED BY

Click Install to continue with the installation, or dick Back if you want to review or < Back ] [ i ] [ et ]
change any settings.
- J
( ¥ N
5! Setup - ZKBioPack P =

Advanced Solutions, Totai Security

Extracting files...

C:\ZKTeco\ZKBioPack WMicrosoft.SqlServer.Smo.dll
L . |

© Copyright 2017 ZKTeco 18
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Then after, you will get below interface to install Fingerprint Reader Driver. Click on install, so that the
system installs the required drivers.

@S;tup - Fingerprint Reader Drive

Fingerprint Reader Driver

Ready to Install
Setup is now ready to begin installing Fingerprint Reader Driver on your
computer,

Click Install to continue with the installation.

[ Install ]l Cancel

All Rights Reserved, 2016

[METSetup - Fingerprint Reader Drcr G
Fingerprint Reader Driver

Installing
Please wait while Setup instals Fingerprint Reader Driver on your computer.,

Extracting files...
C:\windows\system32Yibusbo.dll

I |

Cancel

All Rights Reserved, 2016

© Copyright 2017 ZKTeco 19



Once it is completed, click on Finish.

Completing the Fingerprint
Reader Driver Setup Wizard

computer.,

Click Finish to exit Setup.

Setup has finished installing Fingerprint Reader Driver on your

All Rights Reserved, 2016

After the installation, in the start menu you will find below shown program. Click on it to open.

] Motepad
Devices and Printers
Sticky Motes
Default Programs
_:_u_,., . Services

=y
-!u;.‘@ ZKBioPack Service Controller

» All Prograrmns

| |Search programs and files

Once clicked, the program will be
running in background in your
taskbar as shown.

Click once to open menu.

© Copyright 2017 ZKTeco
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Go to Set DB settings in below shown menu to test the database settings.

Start
Stop

Set DB Settings

Set Server Settings
Backllp DataBase
Restore DataBase
Exit

ZK [=z:za

[ (G} DBSetting )

Server ACHALABHISHEK
UserMame  sa
Password FREEAIE
DB Mame ZKAccess
DBCompare Period 30000 =1 ms

—

Click to testj

[ Ok ] [ Cancel

Go to Set Server settings in below shown menu to test the connection with ZKBioPack 2.0.

Start
Stop
Set DB Settings

Set Server Settings

BackUp DataBase
Restore DataBase
Exit

You can add device automatically by searching. Once added, you can view the information of connected

-
(¢ BiosecuritySetting

==X)

Cromain

Sync Period

hitp:/M127.0.0.1:8088

30000 = ms

Click to test l

A
Test

Ok ] [ Cancel

devices, and perform remote monitoring, uploading and downloading etc.

Please find below icon at your desktop and open it.

U

ZKBioPack

Login using admin as username and password.

© Copyright 2017 ZKTeco
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¢ | ® 127.001:8088 Tx|® o maed

ZKBioSecurity

User Login
The trial pariod willexpirs
Default Username Username
and Password is

admin
Password

—~ 2 "
%\/})\ Fingerprint

About Help Customer Service

Below is the initial interface of ZKBioPack 2.0.

& c [G) 127.0.0.1:8088/dashboard.action *] S o m® e 03

Welcome, admin @ @ @

Personnel Access
Person Device Device Monitoring Real-Time Monitoring
Card
Issued Card Record
0 .
System
Operation Log
Database Management
Area Setting
User

© Copyright 2017 ZKTeco 22
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Go to Access=>Device>Search Device

Access n Welcome, admin @ @ @l @ C)
E Access Device DewceNameI:l Serial Number IP Address. Morew Q (X)

The current query conditions: None
n (% Refresh  [® New b Delete [# Export Q) Search Device e All Data to Devices = More ~

Door

() DeviceName  Serial Number — AreaName  Communication IP Address RS485 Enable  Device Register  Firmware Version Operations,
Davice Monitoring Parameter Nodel device
Real-Time Monitoring

4 3

0 50 rows per page - JumpTo 1 10 Page Total of O records

Click on Search to search the device.

Search Device
Search ﬂ nd? Download Search Tools to Local Disk
Total Progress ||
IP Address Device Type Serial Number
IF Address MAC Address Subnet Mask Gateway Address Serial Number Device Server Address Operations

Mode|

© Copyright 2017 ZKTeco 23



ZK [=z:za

Find the required device in the list and click on Add.

No device found? Download Search Tools to Local Disk

Total Frogress | M0 %I | Searched devices count2

IP Address MAC Address Subnet Mask Gateway Address Serial Number Device Server Address Operations

Maodel
192.168.1.182 2552652660 19216811 CING02008618191 ProBio @g
00:17:61:00:00:01 2552552550 192.168.1.1 20100501999 ACP Add Mo

192.168.1.246

If you want to give a name to identify the device easily, then please enter required name. If you want to
clear the data in the device while adding, then check the box below. After entering the details, please

click on OK to continue.

If required, assign name

. . e T |
Device Name ||192.168.1.182

MNew Server IP Address®

New Server Port*
Communication Password

Area” Area Name =|

Add to Master Level

) ) ) .. Iichecked, system
Clear Data in the Device when Adding = will delete the data

from device

o oo

If you have not chosen to clear data while adding, then system will prompt message as shown in the
picture below. Please click on OK to save.

© Copyright 2017 ZKTeco 24



Prompt

You have net chesen [Clear Data in the Device
when Adding], this function is only for
demonstration and testing. Please synchronize
data manually to device to ensure consistency
of the access level of system and device. Are
you sure you want to continue?

Click OK to finish adding the device.

Prompt

Authonzed Successful

ZK [=z:za

Generally, the device list get refreshed after some few seconds. To see the added device instantly in the

list, please click Refresh as shown below.

Access

Device Name | serial Number | IP Address | Morew

The current query conditions: None

efresl ew elete poi arch Device Y ynchronize ata to Devices = More ~
Refresh N Delet # Export Search Devi "és hronize All Data to Devi = M

Device Monitoring

Real-Time Monitoring

Click on Refresh
to update the list

1« < 0 » 51 S0rowsperpage <~ JumpTo 1 /0Page  Total of 0 records

© Copyright 2017 ZKTeco
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As you can see below, the added device is added in the device list.

Access System Welcome, admin ® @ @ @ C)

Device Name l:l Serial Number ‘ 7777777777 ‘ PAddress | Morev  Q @
The current query conditions: None
(> Refresh [ ® New (> Delete [# Export Q SearchDevice ©2 Synchronize All Datato Devices = More ~
=] Device Name Serial Number ~ Area Name Communication  IP Address RS485 Enable  Device Register  Firmware Version Operations
Device Monitoring Type Parameter Model device
) (] 192.168.1.182  OIN6080086181¢ Area Name HTTP 192.168.1.182 () ProBio e Ver 8.0.1.3-4549-01 Edit Delete
Real-Time Monitoring
‘ »
1« ¢« 1-1 5 31 S0rowsperpage <~ JumpTo 1 /1 Page  Total of 1 records

If you have not selected to Clear Data in Device when Adding above, then below interface will appear.
Click OK to add the device.

Prompt
Prompt
You have not chosen [Clear Data in the Device

when Adding]. this function is only for .
demonstration and testing. Please synchronize Autherized Successful
data manually to device to ensure consistency
of the access level of system and device. Are

you sure you want to continue? “
o [ cancer |

10. Create User/Enroll Fingerprint

For enrolling personnel, use your software to register.
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& (2 2| () S g— =)
Name: ZK Access 1 Name: ZK Access 1
Card No.: 10005 Select the required | Card No.: 10005 Selected
IPl't:ugress: I Finger to register |Prugress. 3 Times. -
i
["] puress (| w w "] Duress
|
Ul

@

Now press the finger 3 times as prompted.

-

S
Success
wr

&l ] —
Name: ZK Access 1 Score Name: ZK Access 1 F . Score
Card No.: 10005 Fill Card No.- 10005 |nger|s 7
Progress:  Press 0 Times Progress:  Enroll Successful. regi ste rEd

D Duress Il w
i

.

Follow this same process for another finger(s).

If you want to delete fingerprint, then follow below shown method.

B

]

ZK Access 1
10005

MName:
Card No.:

Progress: 3 Times.

Click to delete w Score
fingerprint n

|:| Duress

If you want to make a fingerprint as a stress fingerprint, then first tick the Duress checkbox, then select the

fingerprint and register.

© Copyright 2017 ZKTeco
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————— 1. Tick to make the
Mame:  ZKAccess1  fingerprint as stress Score y Name: 2K Acoess | After enrolled, I
Card No.: 10005 56 . X Card No.: 10005 Red shows stress
Progress:  Enroll Successful. \

Progress: 3 Times

 /

2. Select the
fingerprint
and register ©

11. Syncto Device

Once the Personnel is enrolled, you can go to ZKBioPack software and synchronize with the device.

You can perform the Synchronize All Data to Devices operation on the device list to re-synchronize data
in the software to the device.

Go to Access—>Device, then select the required device and click Synchronize All Data to Devices.

nel Access n Weicome, admin ® @ @ @ C)

Device Name ‘:} Serial Number | IP Address i Morey QX
The current query conditions: None
O Refresh @ New @ Delete |'_,’ Export Q Search Device ﬁ;} Synchronize All Data to Devices 4 { y
=3
[  DeviceName  Serial Number ~AreaName  Communication IP Address RS485 Enable  Device Register  Firmware Version Operations
Device Monitoring Parameter Model device
- [[J 192.168.1.182 OIN6080086181¢ Area Name HTTP 192.168.1.182 o ProBio -} Ver 8.0.1.3-4549-01 Edit Delete
Real-Time Monitoring
.
Please select the device
>
< < 1-1 5 5 50rowsperpage v JumpTo 1 /1 Page  Total of 1 records

Select the details which you want to sync.
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SR 1. Select the required
(@ Standalone Device : 192.165.1.182

details to sync

Clear Al I#|Access Authority \#ITimeZone, holidays \#|Door parameters

\IMulti-Person Open Door (¢ First-Person Open Door

Total Progress

o

—
2. Click to Sync '

Note: Synchronize All Data to Devices is an internal process between device and software, so please keep
the net connection stable and avoid power shut down situations, etc.

Selected Device
@ Standalone Device : 192.166.1.182

Clear Al [#/Access Authority |#/TimeZone, holidays |#/Door parameters

|#/Multi-Person Open Door |¢|First-Person Open Door

Total Progress

|1

Gose

Data Processing......

192.168.1.182:Data synchronizing, please wait...

192.168.1.182:Device synchronous data commands sent successfully...

Complete,Please go to the [Device Monitoring] page, view the command processing schedule.

12. Device Menus

You can add or modify device information through several device menus shown below.
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onne Access

Device Name | " Serial Number |

The current query conditions: None

12 Device Name Serial Number  Area Name Communication
Device Monitoring Type

v 192.168.1.182  OIN6080086181¢ Area Name HTTP

Real-Time Monitoring

50rowsperpage v JumpTo 1

s Edit

1 Page

Welcome, admin ® @ @ @ C)

| 1P Address

Refresh New Delete [# Export Search Device ‘f‘ Synchronize All Data to Devices = More ~
v

1. Upgrade Firmware
IP Address RS485 3 n Operations.
Parameter Reboot Device
192.168.1.182 &= Get Device Option 01 Edit Delete
82 Get Personnel Information
2 synchronize Time

73 setThe Registration device

72 setDaylight Saving Time

Modify IP Address

Modify Communication Password

Modify RS485 Address

Modify the Fingerprint Identification Threshold

=

=

it
&
g
¥

View Device Capacity
@ Clear Device Manager
~/ Restore Device Manager

Total of 1 records.

=cd

Click on the Device Name, or select the device and click Edit in the Operations to open the edit

interface.

Device Name

Or you can directly
click on device name

The current query conditions: None

"+ Refresh @ New ﬁ Delete

ol Device Name Senawame
Type

Communication  IP Address

[+ 1921681182 OING0BO0DB6181¢ Area Name HTTP 192.168.1.182

1. Select the Devicﬂ

Device Name*
Communication Type”®
Serial Number*

IP Address*
Communication port*
Control Panel Type

Area”

© Copyright 2017 ZKTeco

IP Address

ize All Data to Devices = More ~
RS485 Enable Device Register Firmware Version Cperations
Parameter Model device
L] ProBio (-] Wer 8.0.1.3-4549-01 Edit Delete
2. Click on Edit
Edit
192.168.1.182
TCP/IP ' RS485 = HTTP
CING080086181900001

192 . 168 .1 182
8088
Standalone Device A

Area Name

30



ZK [=z:za

% Delete

Click on the Device Name, or select the device and click Delete in the Operations to open the edit
interface.

Are you sure you want to delete this
information?

1. Select the Device 2. Click on Delete

+» Export

1. Click on Export.

e T e

The current query conditions: None
‘(> Refresh  [® New (> Delete [ Expo

I} Device Name  Serial Number ~ Area N

rt Q Search Device ¥ Synchronize All Data to Devices = More ~

Communication IP Address RS485 Enable  Device Register  Firmware Version Operations
Parameter Model device
192.168.1.182  OIN6080086181¢ Area Name H

192.168.1.182 9 ProBio ) Ver 8.0.1.3-4549-01 EditDelete

1. Click on Export

2. Select the file format and export mode to be exported. Click OK.
3. You can view the file in your local drive.

The File Type | EXCEL File v|
Export Mode @ All data (Can export up to 40000 data)
() Selectthe amount of data to export (Can export up to 40000 data)
From the article 1 Strip, is derived 100 Data
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Select the device that needs to upgrade firmware, then click Upgrade firmware to enter edit interface,
then click Browse to select firmware upgrade file (named emfw.cfg) provided, and click OK to start

upgrading.

Device Name Serial Number

The current query conditions: None

O Refresh New m Delete |—_,’ Export Q Search Device ?é Synchronize All Data to Devices

7l Device Name Serial Number  Area Name

W 192.168.1.182 CING0S0086181¢ Area Name

1. Select the Devicej

IP Address.

Communication IP Address
Type

HTTP 162.168.1.182

2. Click on Upgrade

Firmware

mMorew Q)

= Mare -

. Uparade Firmware

Reboot Device
7% Get Device Option

£ GetPersonnel Information

T2L Synchronize Time

?‘é Set The Registration device

ﬁg Set Daylight Saving Time

7 Modify IP Address

g Modify Communication Password

1 Modify RS485 Address

E Maodify the Fingerprint Identification Threshald
(&7 Vview Device Capacity

ﬁ Clear Device Manager

~/ Restore Device Manager

Selected Device(Can only upgrade equipment of the same type)

(®ProBio: 192.168.1.182

SelectFile| Choose File

Total Progress.

No file chosen

+* Reboot Device

To reboot the selected device.
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Device Name Serial Number IP Address More Q (¥

The current query conditions: None

("% Refresh @ New @ Delete L’ Expart Q Search Device ??'j Synchronize All Data to Devices More -

. Upgrade Firmware

" Device Name  Serial Number  AreaMame  Communication  IP Address RS485 = i
Type Parameter @ Reboot Device

| 192.168.1.182  OING080086181¢ Area Name HTTP 192.168.1.182 e
\ 8, Get Persannel Information
T21 synchronize Time

#31 SetThe Registration device

2 Click on Reboot fg Set Daylight Saving Time

. <7 Modify IP Address
Device =
}_g" Modify Communication Passward

1% Modify RS485 Address

E Modify the Fingerprint Identification Threshold
(&7 wiew Device Capacity

ﬁf} Clear Device Manager

1. Select the Devicej

" Restore Device Manager

To get the common parameters of the device. For example, get the firmware version after the device
is updated.
Device Name Serial Number l ] IP Address Morey Q@ (%)

The current query conditions: None

O Refresh [@ New ﬁ@ Delete r_,’ Export Q Search Device ‘:% Synchronize All Data to Devices = More v

t

—

) Upgrade Firmware
) Device Name Serial Number  Area Name Communication IP Address RS485

Type Parameter Reboot Device

: Get Device Opti
. 1921681182  OIN6D80086181¢ AreaName  HTTP 192.168.1.182 Apdladon

N Get Personnel Information

Synchronize Time

SRR

{2 SetThe Registration device

?% Set Daylight Saving Time

2. Click on Get « Modify IP Address
1. Select the Device l Device Optlon ¢ Modify Communication Password

Modify RS485 Address
Modify the Fingerprint Identification Threshold

-

@

View Device Capacity
Clear Device Manager

B BRQE

Restore Device Manager

To get personnel information of fingerprint, finger vein, face or get the number of the corresponding
data.
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Device Name Serial Number IP Address ‘ Morew  Q

o)
)

The current query conditions: None

(> Refresh New (f> Delete [# Export Q SearchDevice ¥ Synchronize All Datato Devices = More ~

Upgrade Firmware

() Device Name Serial Number  Area Name Communication IP Address RS485 :
Type Parameter Reboot Device
) 1921681182  OIN6080086181¢ AreaName  HTTP 192.168.1.182 Get Device Option

Get Personnel Information
Synchronize Time

Set The Registration device

Set Daylight Saving Time

2. Click on Get\

‘ Modify IP Address
1 . SeIeCt the DeVice Person nel Modify Communication Password
Information Modify RS485 Address

Modify the Fingerprint Identification Threshold

BRI K& &% ¢ B

View Device Capacity
@ Clear Device Manager

~/ Restore Device Manager

% Synchronize Time

Synchronize device time with current server time.

Device Name Serial Number IP Address Morey Q. (¥

The current query conditions: Mone

o Refresh @ MNew ﬁ Delete |—_|’ Export Q Search Device ?‘; Synchronize All Data to Devices = More -
Upgrade Firmware
[ Device Name Serial Number  Area Name Communication |P Address RS485
Type Parameter Reboot Device
¥ 1021681182  OINGDS00S6181C Area Name  HTTP 102.168.1.182 SRR
Get Personnel Information
i Synchronize Time
‘f’% Set The Registration device
f‘% Set Daylight Saving Time
‘ 1€ WModify IP Address
1. Select the DeVica A — ¢ Modify Communication Password
2. Click on 1< WModify RS485 Address
E Maodify the Fingerprint Identification Threshold

Synchronize Time

E}' View Device Capacity
@ Clear Device Manager

" Restore Device Manager

¢ Set the Registration Device

The data from standalone device can be uploaded to the system automatically.
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The current query conditions: None

(v Reftesh  [® New (ffj* Delete [# Export O SearchDevice 1 Synchronize All Data to Devices -

*
7] Device Name Serial Number  Area® 85 f—

2. Click on set e Retool Device

. . . g Get Device Option
¥ 192.168.1.182 CING6080086181¢ Are: Reg|Strat|0n dewce & ot Pereome! Iformation

¥ Synchronize Time
é Set The Registration device

?g, Set Daylight Saving Time

Upgrade Firmware

-~ = Modify IP Address
1. Select the DEViCGj ¢ Modify Communication Password
1 Modify RS485 Address

E Modify the Fingerprint ldentification Threshold
(& View Device Capacity

m Clear Device Manager

" Restore Device Manager

Select Yes to keep

the device as
Registration Device =~ B8

Set |he Registration device

% Set Daylight Saving Time

According to the requirements of different regions, set Daylight Saving Time rules.

% Modify IP Address

Select device and click Modify IP address to open the modification interface. It will obtain real-time
network gateway and subnet mask from the device (If obtaining fails, IP address cannot be modified).
Enter new IP address, gateway, and subnet mask. Click OK to save settings and exit.
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Device Name

The current query conditions: None

Serial Number

IP Address

C’“ Refresh @ New ﬁﬁb Delete L’ Export Q Search Device 7‘_7»} Synchronize All Data to Devices

rd Device Name Serial Number  Area Name

Cd

192.168.1.182

QIN60B0086181¢ Area Name

1. Select the Device

485
rameter

2. Click on Modify
IP address

N\

ZK [=z:za

More™

= More =

SEEE T

c
)

=3
%

M R

&

i
v

Upgrade Firmware

Reboot Device

» GetDevice Cption

Get Personnel Information

Synchronize Time

Set The Registration device

Set Daylight Saving Time

Modify IP Address

Modify Communication Password

Modify RS485 Address

Madify the Fingerprint Identification Threshold
View Device Capacity

Clear Device Manager

Restore Device Manager

Enter the old communication password before modification. After verification, input the same new
password twice, and click OK to modify the communication password.

Note: Communication password cannot contain space; it can only be integer. Communication
password setting can improve the device security. It is recommended to set communication password

for each device.

Device Name Serial Number IP Address Morevy Q (¥
The current query conditions: None
O Refresh E’)’ New @ Delete L’ Export Q Search Device f‘;, Synchronize All Data to Devices = More v
t. Upgrade Firmware
72 Device Name  Serial Number ~ Area Name Communication IP Address RS485 ;
Type 2% RebootDevice
v 1921881182 OIN60s00s61s1c AreaName  HTTP 2. Click on Modify BiCeiberceopton
\ & Get Personnel Information
comm password . o
iey Synchronize Time
f} Set The Registration device
72 setDaylight Saving Time
g \ 14 Modify IP Address
1 " Se|ect the Device f Modify Communication Password
14 Modify RS485 Address
AF Modify the Fingerprint Identification Threshold
(27 View Device Capacity
@ Clear Device Manager
~/ Restore Device Manager

Only the devices that use RS485 communication and with no DIP switch can modify RS485 address

User can modify the fingerprint identification threshold in the device; scale is 35-70 and 35 by default.
When adding a device, the system will read the threshold from the device. User can view the threshold

in the devices list.
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Device Name Serial Number IP Address Morer Q (%)

The current query conditions: MNone

(% Refres ew elete po arch Device L Synchronize atato Devices = More =
("% Refresh N Delete [# Export Search Device {2 Synchronize All Data to Devi =M
. Uparade Firmware
v Device Name Serial Mumber  Area Name Communication IP Address RS485 _ .
Type Parameter Reboot Device
Get Device Opti
/). 1921681182 OING0S00BE131¢ Area Name  HTTP 192.168.1.182 e AL
\ 8, Get Personnel Infarmation
. F2% Synchronize Ti
Ty Synchronize Time
2' ClICK here 1 Set The Registration device
. 2]
to modify I " SetDayi -
(%3 et Daylight Saving Time
< Modify IP Address
1. Select the Device I g Modify Communication Password
4 Modify RS485 Address
E Maodify the Fingerprint Identification Threshold
[2]7 View Device Capacity

@ Clear Device Manager

/" Restore Device Manager

Check the capacity of personnel’s fingerprint/face/finger vein in the device.

From the statistical software information; the user can confirm the adequacy of equipment capacity
(personnel, fingerprints, etc.).

If data found from the software and information obtained from the device is inconsistent, you can
manually sync data.

Device Name Serial Number IP Address Morew Q. (%)

The current query conditions: None

O Refresh @ New ﬁﬁ Delete [__’, Export Q Search Device fé Synchronize All Data to Devices = More »

Upgrade Firmware
[ Device Name Serial Number ~ Area Name Communication IP Address RS485

Type Parameter Reboot Device

@ 1921681182  OING0BODBE181C AreaName  HTTP 102.168.1.182 ot Deve Opton
3

Get Personnel Information

Synchronize Time

Set The Registration device

2. Click here
to view

1. Select the Devicen \

Set Daylight Saving Time
Modify IP Address

Modify Communication Password

Modify RS485 Address

Modify the Fingerprint Identification Threshold
&7 View Device Capacity

fi}> Clear Device Manager

v/ Restore Device Manager

R R DD PP &
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In Software In FirmWare
B2 & @ ) ® & & ) ()

192.168.1.182 67/10000 2/4000 x 0/2000 67/10000 2/4000 X 0/1500

| Click to get

A\ 'fyoufind that the data is not consistent with the device, please synchronize the data of the two before the query!

% Clear Device Manager

This function is used to clear all the administrator’s (Super user) privileges and allow any normal user
to access the device.

A
— (CCess
Izzo

F(j Access Device

Door
Device Monitoring

Real-Time Monitoring

Avre you sure you want to perform the *Clear

Device Manager operation?

+* Restore

This function is used to restore all the administrator’s (Super user) privileges.
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Access

7-E|‘.'D

Device Name l:l Serial Number (

| 1PAddress

E] Access Device

The current query conditions: None

(> Refresh  [® New ffjp Delete [# Export Q SearchDevice T Synchronize All Datato Devices = More ~

Door

1 Device Name Serial Number Area Name Communication IP Address RS485 Enable
Device Monitoring Parameter

v 1921681182 OIN6080086181900001 Area Name HTTP 192.168.1.182 )

Real-Time Monitoring

Prompt

Are you sure you want to perform the #Restore
Device Manager operation?

<

I< ¢ 1-1 5 3| 50rowsperpage ~ JumpTo 1 /1 Page  Total of 1 records

Morey Q  (®)
Device Register  Firmware Version Oper;
Model device
ProBio Q Ver 8.0.1.3-4549-01 Edit D¢

=cd

Welcome, admin ® @ @ @ C)

Click Access > Access Device> Door to enter Door Management interface (click "Area Name” in the
left, system will automatically filter and display all access devices in this area).

| £

P Access n

.

Access Device oorName [ ] ownedbeue Avea Name | Moer Q- ®
e current query conditions: None
Device
O Refresh m Remote Opening  V/ Enable @ Disable E] Remote Closing iCgf Cancel Alarm 6 Remote Normally Open = More ~
n (=] Door Name Area Name Owned Device Serial Number Door Number ~ Enable  Active Time Zone Door Sensor Verification Mode
Device Monitoring Type
) 192.168.1.182-1 192.168.1.182 OIN6080086181900001 1 (] 24-Hour Accessible None Face

Real-Time Monitoring

S0rowsperpage v JumpTo 1 /1 Page  Total of 1 records

Once you click on the device name, you will get below interface.
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Edit
Device Name* 192.168.1.182 Door Number* 1
Door Name* ||1 92.168.1.182-1 Active Time Zone* 24-Hour Accessible ¥
Verification Mode* Face v Lock Open Duration* 5 second(1-254)
Operate Interval* 0 second(0-254) Door Sensor Type”* None v
Anti-passback Duration of 0 minute(0-120) Door Sensor Delay second(1-254)
Entrance
Duress Password (Maximum 6 Bit Integer) Passage Mode Time Zone _— A
Emergency Password i\u Bit Integer)
Disable Alarm ]
The above settings are copied to —_— v
o« J

:Itis not editable.

: System automatically names it according to doors quantity of the device. This number
will be consistent with the door number on the device.

: By default, the number following the underline in the Door Name is consistent with the Door
Number.

: The default is “device name -door number.” The field allows user to modify as required. Up
to 30 characters can be entered.

: By default, it will be 24-Hour accessible.
. Identification modes include all the combination of Fingerprint, Card, Face and
Password. Recommended is Automatic Identification. The default is Face. When Card plus Password

mode is selected, make sure the device supports card verification.

: Used to control the delay for unlocking after punching. The unit is second
(controller range: 0 to 254 seconds, one machine range: 1 to 254), and the default is 5 seconds.

: None (Door sensor not detected), Normal Open, Normal Close. The default is NO.

When door sensor type is set as Normal Open or Normal Close, the default door sensor delay is 15
seconds, and enables close and reverse state.
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:Upon duress, use the Duress Password (used with legal card)
to open the door, when opening with Duress Password, it will alarm. Upon emergency, user can use
Emergency Password (named Super Password) to open door. Emergency Password allows normal
opening, and it is effective in any time zone and any type of verification mode, usually used for the
administrator.

> (used with legal card): Password is a number not exceeding 6
digits. When Only Card verification mode is used, you need to press ESC first, and then press
the password plus OK button. Finally, punch legal card. The door opens and triggers the alarm.
When Card + Password verification mode is used, please punch legal card first, then press the
password plus OK button (same to normal opening in card plus password verification mode),
the door open and trigger the alarm.

> : Password must be 8 digits. The door can be opened only by
entering the password. Please press ESC every time before entering a password, and then
press OK to execute.

When using Duress Password or Emergency Password, the interval for entering each number shall not
exceed 10 seconds, and the two passwords should not be the same.

: By default, it will be none. Passage Mode Time Zone must be set within the
Active Time Zone.

: Check the box to disable the alarm voice in real-time monitoring page.

The above settings are copied to: Includes below option.
» All doors of all Standalone devices: Click to apply to all doors of all devices within the current
user’s level.

After parameter editing, click OK to save and exit.

By default, it monitors all devices within the current user’s level.

Click Access Device - Device Monitoring, and it lists the operation information of devices: Device
Name, Serial No., Area, Operation Status, current status, commands List, Recently the Abnormal state,
and Related Operation.
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nnel Access

weicome, aamin () (0 @) ® ()

Area | Status | —— v| DeviceName | Serial Number | ®
[_"Expon mcleamllcummand

Device Name Serial Number Area Operation Status Current Status Commands List Recently The Abnormal ~ Operations
State

192.168.1.182 OIN6080086181900( Area Name Getreal-time event Normal 0 Disconnected Clear Command

Current device count : 1 @Normal : 1 @Exception : 0 wDisable : 0 Command Sum : 0 9 Suspend Monitor [}

You may clear command as required. Click Clear Command behind the corresponding device:

Prompt

Are you sure you want to clear command
queues?

Click OK to clear.

& Note:

a) After the Clear Command is executed, you can perform the Synchronize All Data to Device
operation on the device list to re-synchronize data in the software to the device, but this
operation cannot be performed when the user capacity and fingerprint capacity are fully
consumed on the device. Once the capacity is insufficient, you may replace the current device
with a large-capacity one, or delete the right of some personnel to access this device, and then
perform the Synchronize All Data to Device operation.

b) Operate State is the content of communications equipment of the current device, mainly used
for debugging.

¢) In the command list, the number of commands to be performed is greater than 0, indicating
that data is not synchronized to the device, so just wait.
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Real-time Monitoring

Click Access = Access Device >Real-Time Monitoring to monitor the status and real-time events of
devices under the access control panels in the system in real-time, including normal events and
abnormal events (including alarm events). Real-Time Monitoring interface is shown as follows:

]
Access n Welcome, admin ® @ @ @ C)
|
Area | E | Status ‘— v‘ Device Name | serial Number | ®
Door Auxiliary Input Auxiliary Output
Device
All Doors: B Remote Opening D Remote Closing i Cancel Alarm = More v
Door
Device Monitol
168.1.1
Real-Time Mo !
Current Total:1 @0Online:1 @Disable:0 @Offline:0 @Unknown:0 Door Name |
Real-Time Events
Time Area Device Event Point Event Description Card Number Person Reader Name Verification Mode
Total Received:0 @Normal:0 & Exception:0 @Alarm:0 Clear Rows Data Event Reminder Sounds ¢/Show Photos (|
Different icons represent status as follows:
Icons Status Icons Status
i Device banned :pi Door Offline

Door sensor unset, Relay closed
/Without relay status

2,
e,
2 &

Online status Door closed, Relay
closed/Without relay status

Online status Door opened, Relay
closed/Without relay status

Ei Door opened alarming, Relay
closed
Door opening timeout, Relay
closed /Without relay status, Door
Sensor Opened

%
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Door sensor unset, Relay opened/Without
relay status

Online status Door closed, Relay
opened/Without relay status

Online status Door opened, Relay
opened/Without relay status

Door opened alarming, Relay opened

Door opening timeout, Relay
opened/Without relay status
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? Door opening timeout, Relay ‘? Door opening timeout, Relay opened/
= closed/ Door Sensor Closed L) Door Sensor Closed

ﬁ E“ Door closed alarming, Relay ? E“ Door closed alarming, Relay
/ closed/Without relay status -/ opened/Without relay status

ﬁ Door sensor unset, Door alarming, p Door sensor unset, Door alarming, Relay
Relay closed - opened

Note: Without relay status, indicates that the current firmware does not support detect relay status function.

An example of Real-Time Event is shown below. When a registered person punches then below pop-up
message will come at the bottom right corner.

| Access Welcome, admin ® @ @ @ (')
E Access Device © Area Status | —— v| DeviceName | | serial Number | \ ®
Door Augxiliary Input Augxiliary Output
Device
All Doors: E] Remote Opening D Remote Closing i£g# Cancel Alarm = More v
Door
Device Monitoring
192.168.1.1
82-1
Current Total:1 @Online:1 ¢ Disable:0 @Offline:d0 @Unknown:0 Door Name
Real-Time Events
Time Area Device Event Point Event Description Card Number Person Reader%i ‘3‘,:
2017-02-27 10:42:17 Area Name 192.168.1.182(0IN60800861819( 192.168.1.182-1 Normal Verify Open 10005(ZK Access 192.168;
1
10005(ZK Access 1)
Normal Verify Open
2017-02-27 10:42:17
Total Received:1 @Normal:1 & Exception:0 @Alarm:0 Clear Rows Data EventR. Do not prompl again

Remote Opening/Closing: Controls one door or all doors. To control a single door, right click mouse, and
click Remote Opening/ Closing in the pop-up dialog box. To control all doors, directly click Remote
Opening/ Closing behind Current All.

In remote opening, User can define the duration of a door being open (The default is 15s). You can select

Enable Intraday Passage Mode Time Zone to enable the Intraday door passage mode time zones, or set
the door to Normal Open, then the door is not limited by any time zones (open for 24 hours).
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Area Status | ——— v Device Name Serial Number
Door Auxiliary Input Auxiliary Cutput
All Doors: F Remote Cpening D Remote Closing L Cancel Alarm = More =
£ Remote Normally Open

E I-_r;:. Enable Intraday Passage Mode Time Zone
EETE L
‘Iz'szbi?' Fj. Disable Intraday Passage Mode Time Zone
Current Total:1 @0nline:1 @Disable:0 @Offine:0 @Unknown:0 Door Name

To close a door, select Disable Intraday Passage Mode Time Zone first to avoid enabling other normal
open time zones to open the door, and then select Remote Closing.

. If Remote Opening /Closing always fails, check whether many devices are disconnected. If any,
check the network.

: Once an alarming door is displayed on the interface, the alarm sound will ring. Alarm
cancellation is involved in control on single door and all doors. To control a single door, put the mouse
over the door icon, to pop out a menu, and then click Remote Opening/ Closing. To control all doors,
directly click Remote Opening/ Closing behind Current All.

If Cancel the alarm fails, check whether many devices are disconnected. If any, check the network.
: Set the device as normal open by remote.

: At the bottom right corner, you can see the Check box. If Real-Time Monitoring is involved

in a person, the monitor displays the personal photo (if no photo is registered, display default photo). The

event name, time and name are displayed.

. After checking this option, it plays a sound once an alarming event occurs of
the current page.

Quick Management of Doors

Move the cursor to a door’s icon; you can also do the above operations. In addition, you can query the
latest events from the door.
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Area Status _ v Device Name Serial Number
Door Auxiliary Input Auxiliary Output
All Doors: r\ Remote Opening E| Remote Closing iCef Cancel Alarm = More ~
i Status
192.16 .
g2-1 Device: 192.168.1.182
Serial Number: OIN6080086181900001
Number: 1
Door Sensor:  No Door Sensor
Relay: Close
Alarm: None
Curren Offline:0 @Unknown:0 Door Name

Remote Opening

RealTin Remote Closing
Cancel Alarm
Time : Remote Normally Open Event Point Event Description Card Number  Person

2017-02 Enable Intraday Passage Mode Time Zone  \snannagqsiar 192.168.1.162-1  Enable Intraday Passage
Disable Intraday Passage Mode Time

Zone

Query the latest events from the door

Query the latest events from the door: Click to quickly view latest events happened on 5 doors.

Issue card to person: If you swap an unregistered card, in real-time monitoring interface, will turn up a
record with a card number. Right click that card number will show you a menu, click “Issue card to person,”
you can assign that card to one person.

Event monitoring
System automatically acquires monitored device event records (by default, display 200 records),
including normal and abnormal access control events (including alarm events). Normal events appear
in green, alarm events appear in red, other abnormal events appear in orange.
Auxiliary Input

Real-Time monitor the current auxiliary input events.

Area Status | —— v | Device Name Serial Number &
Door Auxiliary Input Auxiliary Output
Current Total:0 @0Online:0 @Disable:0 @0Offine:0 @Unknown:0 Augxiliary Input Name
s
Real-Time Events
Time Area Device Event Point Event Description Card Number Person

© Copyright 2017 ZKTeco 46



ZK [=z:za

2. Auxiliary Output

You can perform Remote open, Remote Close, Remote Normally Open.

Area | Status S v Device Name Serial Number ‘ G(]
Door Augxiliary Input Augiliary Output

All Doors: [ Remote Open % Remote Close [+ Remote Normally Open

Current Total:0 @0Online:0 wDisable:0 @Offline:0 @Unknown:0 Auxiliary Output Name | |

Real-Time Events

Time Area Device Event Point Event Description Card Number Person

13. Personnel Menus

Personnel menus includes viewing/editing Personnel, exporting Personnel, edit passwords, registering
fingerprint and card number.

Note: Data in this module can only be viewed or modified but cannot be deleted.

s Export

1. Click on Export.

Personnel Welcome, admin ® @ @ ® C)
Personnel ID ,|—| First Name | LastName | Card Number Q ®
The current query conditions: None
(¥ Refresh [__,’ Export
Parameters

@ Personnel ID  Fi StName Last Name Device Operation Role Card Number Biological Template Count Status Create Time Operat
o 212 Card Security Ordinary User 212 @O .O @ 0 Normal 2017-02-18 16:03:47 Edit *
O 238 Susan Ordinary User 238 @CI . 0 & 0 Normal 2017-02-18 16:03:48 Edit

O 234 Cllck on EXport Ordinary User 234 @D .O \Q, 0 Normal 2017-02-18 16:03:48 Edit
) 9901150 , 9 Ordinary User 9901150 §o @o fo Normal 2017-02-18 16:03:46 Edit

O 10007 JUHHORNG LU Ordinary User 10007 @O .O & 0 Normal 2017-02-18 16:03:46 Edit
[ 10009 JOSHUA ELSON Ordinary User 10009 g0 @o fo Normal 2017-02-18 16:03:46 Edit

(J 10004 test1 test Ordinary User 10004 @ 0 . 0 \g’ 0 Normal 2017-02-18 16:03:46 Edit

(J 10006 Steven Turney Ordinary User 10006 @ 0 . 0 & 0 Normal 2017-02-18 16:03:46 Edit

(J 10003 test2 test Ordinary User 10003 @O .O @ 0 Normal 2017-02-18 16:03:46 Edit

O 10002 test3 test Ordinary User 10002 g0 @o fo Normal 2017-02-18 16:03:46 Edit
209 Jennifer Snider Ordinary User 209 @ 0 . 0 \Q, 0 Normal 2017-02-18 16:03:47 Edit

® 2 x Access 2 Ordinary User 2 §o @o fo Normal 2017-02-18 16:03:46 Edit

) 99015101 Roth Bros Card 1 Ordinary User 99015101 @O ’O & 0 Normal 2017-02-18 16:03:46 Edit
T Aord A ManTran Ardinans tlenr 290 An_@an 0n Mnrmnt IR TORD s

a Card Management 1< < 1-50 5> 3| S50rowsperpage ~ JumpTo 1 2Page  Total of 67 records

2. Select the file format and export mode to be exported. Click OK.
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3. You can view the file

in your local drive.

The File Type | EXCEL File v

Export Mode (® All data (Can export up to 40000 data)

() Selectthe amount of data to export (Can export up to 40000 data)

From the article 1

Strip, is derived 100

Data

¢ Editing Personnel(

s)

=cd

Through this function, you can edit the name, password and Device role. You can also add fingerprint,

issue card, upload pict

Parameters

E Card Management

© Copyright 2017 ZKTeco

Personnel

ure of the personnel.

Welcome, admin ® @ @ @ C)

Personnel ID ‘:I First Name ‘ Last Name Card Number
The current query conditions: None
(v Refresh  [# Export
= _ Click on Personnel | —
a Personnel IW I D to edlt ation Role Card Number  Biological Template Count Status
o 212 CardE r 212 &o @o @ 0 Normal
@ 238 Susan Fulton Ordinary User 238 o @o Q, 0 Normal
O 234 Kathryn Jones Ordinary User 234 @D . 0 @ 0 Normal
(J 9901150 Roth Bros ABACard Ordinary User 9901150 @ 0 . 0 El 0 Normal
[ 10007 JUHHORNG 1Y) Ordinary User 10007 @o @o §o Normal
[ 10009 JOSHUA ELSON Ordinary User 10009 o @o Q, 0 Normal
(J 10004 testt test Ordinary User 10004 @D . 0 @ 0 Normal
(J 10006 Steven Turney Ordinary User 10006 o @o E, 0 Normal
[ 10003 test2 test Ordinary User 10003 @ 0 . 0 @ 0 Normal
[ 10002 testa test Ordinary User 10002 o @o Q, 0 Normal
O 209 Jennifer Snider Ordinary User 209 @D . 0 @ 0 Normal
@ 2 K Access 2 Ordinary User 2 &o @o f§o Normal
) 99015101 Roth Bros Card 1 Ordinary User 99015101 @ 0 . 0 @ 0 Normal
el o Ao A ManTran Arrdinan: i ienr 290 &n @an 0n Narmat
1¢ < 1-50 » 3| S0rowsperpage ~ JumpTo 1 2Page  Total of 67 records

Create Time
2017-02-18 16:03:47
2017-02-18 16:03:48
2017-02-18 16:03:48
2017-02-18 16:03:46
2017-02-18 16:03:46
2017-02-18 16:03:46
2017-02-18 16:03:46
2017-02-18 16:03:46
2017-02-18 16:03:46
2017-02-18 16:03:46
2017-02-18 16:03:47
2017-02-18 16:03:46
2017-02-18 16:03:46

2N47 N7 40 48240
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Personnel ID*

First Name
Password

Fingerprint

Card Number Type

212 —

~
\
onane [ ]
| I
l:l Device Operation Role Ordinary User v Q
P

Register & 0

1. You can register
ﬁngerprint from here (Cptimal Size 120*140).
-BFOWSE -Capture

Site Code Card Number

‘Without Site Code

- |212
~ .
2. You can issue

card from here

C o J o ]

1. Registering fingerprint

You can register fingerprint as shown below.

Make sure you
have connected a
USB fingerprint
- reader to your PC

J ~“No fingerprint readers detected.

Click on the finger which
you want to register and
~ let the personnel punch

\
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Issuing Card

Click === Start to read, the system will read the card number automatically, and issue it to the user.

Note: During issuing Card, System will check whether the card number is “issued card” or not, if card
has been issued before, the system will prompt “The Card Number has already been issued.”

Reader Name || Door Name | Device| | Q ®

The current query conditions: None
Alternative Selected(0)

Reader Name Door Name Device (] Reader Name Door Name Device

192.168.1.182-1-In 192.168.1.182-1  192.168.1.182

[ §192.168.1.182-1-Out 192.168.1.182-1  192.168.1.182

1. Select both In and Out ' 4 <

2. Click to move
~ inselected list

1« <« 1-2 - 3| b50rowsperpage ~ Totalof2records

BT

Reader Name Door Name | Device | | aQa ®

The current query conditions: None
Alternative Selected(2)
() Reader Name Door Name Device (] Reader Name Door Name Device
(] 192.168.1.182-1-Out 192.168.1.182-1  192.168.1.182

[ 192.168.1.182-1-In 192.168.1.182-1  192.168.1.182

>

3. Click Ok '

1« <« 0 5 1 b50rowsperpage v Totalor.”

Click OK to complete card issue and return.
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Parameters

Personnel ID setting:
You can set here Personnel ID character. If you want ID as alphanumeric, then select Yes or else No.

Access Setting:
Through this option, you can set if ZKBioPack should send Personnel without FP or not to device.

Personnel Access System Welcome, admin ® @ @ @ O

Personnel ID Setting

The Maximum Length[s | Support Letters: Yes() No®®)

Access Setting

Whether to send person without fingerprints to the device| Yes v

No.

e —

If No is selected, then ZKBioPack
will send only personnel with FP
to device not the others

5 cxtrs & [
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14. System Menus
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System settings primarily include Operation logs, Database Management, Area creation, Email
Management, Data Cleaning, Authority Management and Communication settings.

Click System = Basic Management—> Operation Log

F nn A System Welcome, admin ® @ @ @ C)
B0 Basic Management Operation User | ‘ Operation Time From To | Morer Q (X
The current query conditions: None
(> Refresh  [4 Export
Database Management
Operation User  Operation Time Operation IP Module Operating Object Operation Type Operation Content Result
Area Setting 7]
admin 2017-02-24 15:39:18  127.0.01 Access Device View Device Capacity 192.168.1.182/0IN6080086 181900001 Q
E-mal Management admin 2017-02-24 15:32:39  127.0.0.1 Access  Device View Device Capacity 192.168.1.182/0IN6080086 181900001 )
Data Cleaning admin 2017-02-24 15:31:16  127.0.0.1 Access Device View Device Capacity 192.168.1.182/CIN6080086 181900001 o
admin 2017-02-24 15:26:09 127.0.0.1 Access Device Modify Communication Password 192.168.1.182/0IN6080086 181900001 (]
admin 2017-02-24 15:10:38  127.0.0.1 System User Login Login o
admin 2017-02-24 13:25:33  127.0.01 System User Login Login (]
admin 2017-02-24 12:12:58  127.0.0.1 Access Device Get Device Option 192.168.1.182/0IN6080086181900001 ]
admin 2017-02-24 12:08:38 127.0.0.1 Access Device Export Export (]
admin 2017-02-24 12:08:19  127.0.0.1 System User Login Login Q
admin 2017-02-24 10:46:12  127.0.0.1 Access Device Get Personnel Information 192.168.1.182/CIN6080086 181900001 (]
admin 2017-02-24 10:43:16  127.00.1 Access Device View Device Capacity 192.168.1.182/0IN6080086 181900001 ]
admin 2017-02-24 10:33:28  127.00.1 Access Device Search Device Search Device o
admin 2017-02-24 10:29:16  127.0.01 Access Device Delete 192.168.1.182/0IN6080086 181900001 )
L_?g Authority Management
&4 iz Anaznnniancnns leaznns oot freies frvecsfvtie oty Pt
4 »
B Communication ( < ¢« 1-50 » 31 S0rowsperpage ~ JumpTo 1 2 Page  Total of 57 records

¢ Exporting the Operation Logs

All operation logs are displayed in this page. You can query specific logs by conditions.

1. Click on Export.

System

Operation User
The current query conditions: None

(v Refresh  [# Export
Database Management .
Operation User  Operation 1u,

‘Operation Time From

Operation IP Module
Area Setting admin 2017-02-24 153010 7001 Access Device
E-mail Management admin 20170224 15:32:30 e Device
Data Cleaning admin 2017-02-24 15:31:1 . Device
admin 2017-02-24 15:26:C C“Ck EXport Device
admin 2017-02-24 15:10:38  127.0.01 System User
admin 2017-02-24 13:25:33 127001 System User
admin 2017-02-24 12:12:58 127001 Access Device
admin 2017-02-24 12:08:38 127001 Access Device
admin 2017-02-24 12:08:19 127001 System User
admin 2017-02-24 10:46:12  127.0.01 Access Device
admin 2017-02-24 104316  127.0.01 Access Device
admin 2017-02-24 10:33:28  127.0.01 Access Device
[~ — admin 2017-02-24 1029:16  127.001 Access Device
5 Authority Management
4
3 ] Communication 1-50 » 3| SOrowsperpage =~ JumpTo 1 12 Page
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Operating Cbject

To

Operation Type
View Device Capacity
View Device Capacity
View Device Capacity
Modify Communication Password
Login

Login

Get Device Option

Export

Login

Get Personnel Information
View Device Capacity
Search Device

Delete

Total of 57 records.

More~

‘Welcome, admin ® @ @ @ C_)

Q

@)
6]

Operation Content Result

192 168.1.182/0ING0S008E 181900001 -
192 168.1.182/0ING0S008E 181900001
192.168.1.182/0ING0B0086 181900001
192.166.1.182/0ING050086 181900001
Login

Login

192.168.1.182/0ING080086 181900001
Export

Login

192.168.1.182/0ING0B0086 181900001
192.166.1.182/0ING050086 181900001

Search Device

@ @ @ @ ¢ @ 0 0 3 3 3 0O O

192.166.1.162/0IN6050086161900001

)
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Select the file format and export mode to be exported. Click OK.
You can view the file in your local drive.

Export
The File Type EXCEL File ) 4
Export Mode ® All data (Can export up to 40000 data)

() Selectthe amount of data to export (Can export up to 40000 data)
From the article 1 Strip, is derived 100 Data

Click System = Basic Management—> Database Management.

All history operation logs about database backup are displayed in this page. You can delete, backup

and schedule backup database as required

Username Q ®

Click Backup

The current query conditions: None /
O Refresh % Backup Immediately [}, Backup Schedule SChedU|e tobackup
: g . at a specific time

Username Start Time : Database Version Backup Immeaiately packup siaws

L

Click Backup
Immediately to
backup instantly

A. Backup Schedule

Set the start time, set interval between two automatic backups, click OK.
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Backup Schedule

From | 2014-08-08 15:00:00 |start Every Day

The last backup time:None
The next backup time:2017-02-24 18:00:00,left 0 day 0 hour 27 minute 38 second.

Prompt

A\ The backup copy of the database, the database server and the server must be on
the same computer. If the backup fails, please refer to the user manual in users of
the FAQ.

.

B. Backup Immediately

wrare | Q

The current query conditions: None

(% Refresh % Backup Immediately  [£., Backup Schedule

Username Start Time Database Version Backup Immediately Backup Status Backup Path Operations
admin 2017-02-24 17:4210 3009 & ] CASecurityDBBack\ Delete
Path of the
backup file l T
also delete

¢ Area Setting

Area enables the user to manage devices in a specific area. After area setting, devices can be filtered by
area for ease of viewing in real-time monitoring.

The system, by default, has an area named Area Name and numbered 1.

Click System = Basic Management—> Area Setting—> New
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Ifthe new area in the area failed to show the list, please contact the

administrator to re-authorize the user to edit the areal Area Number: |t must be uniq ue.
Area Number” [ | Area Name:  Any characters with
Area Name’ | | a length less than 30.
Parent Ar :
arent Area | -] Parent Area:  Determines the area
Remark | |
structure of system.

Coveamanen ] oc ] o]

Click OK to finish adding.

+ Email Management

You can set your email to get Real time event details.

e

The current query conditions: Nane

m Delete @ Email Parameter Settings m Export

(] Sender Receiver

Content

Click here to
set email

Email Parameter Settings

Email Sending Server ;mrpxxx.m)
Part 465 [#1SSL

Email Account” m@xxx.xxx)
Sarertame

A\ 1.Please fill in the correct mailbox parameters.
A\ 2.Confirm the filled in mailbox SMTP service is provisioning.

A\ Amail of connection test will be sent to your designated mail box

Test Connection \

After entering
the details, click
here to test

C o J oo ]
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Note: The domain name of E-mail address and E-mail sending server must be identical. For example, if
the Email address is: test@gmail.com, then the E-mail sending sever must be: smtp.gmail.com.

The data clearing time settings are available to set. The data volume will increase with the use of the
system. To save the storage space on the disks, you need to periodically clear expired data generated
by the system.

Click System = Basic Management = Data Cleaning.

Record

Access Transaction* Retains the recent | 15 ¥  months of data Execution Time 01:00:00 v

Video Transcation* Retains the recent | 15 ¥  months of data Execution Time 01:00:00 v
System

System Cperation Log* Retains the recent | 15 ¥  months of data Execution Time 03:00:00 v

Device Commands* Retains the recent | 6 ¥  months of data Execution Time 02:00:00 v Immediately Clean Up
Database Backup File* Retains the recent | 6 ¥  months of data Execution Time 04:00:00 v Immediately Clean Up
Prompt

L

L

L

The system executes Immediately Clean Up operation after it is clicked and OK is clicked. Without
clicking OK, the system will not clean data.

Note: In order to reduce the load of the system and not to affect the normal running, the cleaning time
should be setas 1 am.

Add new user other than default admin and register fingerprint for the user in the system.

Click System = Authority Management - User - New
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urrent query conditionsy None

Refresh  [® New

s n!

O Username First Name
Role [ admin
Rale Group
New x

Username should be composed between 1-30 characters
and in letters,numbers,or symbols (@/.-+_).

Password”

Confirm Passwaord*
Email

First Name

Last Name

Fingerprint Register @ a

T T

** Role

ZK [=z:za

System n'
|

Last Name Email State

Username: Any characters within a length of
30.

Password: The length must be more than 4
digits and less than 18 digits. The default
password is 111111,

Email: Enter the email of the person.
First Name/Last Name: Enter as required.

Fingerprint: Enroll the user fingerprint or
duress fingerprint. The user can login the
system by pressing the enrolled fingerprint. If
the user presses the duress fingerprint, it will
trigger the alarm and send the signal to the
system.

2. After editing, click OK to complete user
adding, and the user will be shown in the list.

Click Edit or Delete as required.

When using the system, the super user needs to assign different levels to new users. To avoid setting
users one by one, you can set roles in role management, and assign appropriate roles to users when
adding users. A super user has all the levels, can assign rights to new users and set corresponding

authorization according to requirements.

A. Click System Management - Authority Management > Role > New.
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New
Role Name®
Assign Permissions”®
Personnel Access System
p [ 100 Person
» | [0 Parameters
» 10D card

3 | Wiegand Format
3 [ Issued Card Record

[ Select Al

Set the Role name, assign permissions for the role.
Click OK to save.

You can add role groups to the system. A role group has all the authority assigned to roles within the
group. An appropriate role group can be directly assigned to a newly-added user. Include all the
authorization for using all the service modules of the system and the system setup module. The default
super user of the system has all the authorization, and can assign rights to new users and set
corresponding role groups according to the requirements.

Click System Management—> Authority Management—> Role Group—> New
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System

Group Name*
Assign Role*
Parent Group

Group Description

ERm I T

Communication

2. Setthe name and parent group, assign role for the group.

C. Click OK to save.

«» Communication

Click System Management—> Communication=> Device Commands, the commands lists will be
displayed.

' . 7-Eca‘ System Welcome, admin @ @ @ (:@) C)

I:H Basic Management Submit Time From ‘ ‘ To ‘ Serial Number I:| Back To Results. More~ Q
- The current query conditions: None
Eh Quistysagenct O Refresh m Clear Commands Z Export
i {  Communication 1D Serial Number Content Immediately Cmd ‘Submit Time Return Time Returned Value
189 CINGDB00BE18190 DATA QUERY tablename=transaction fielddesc=" filter=NewRecord [-] 2017-02-25 00:00:00 &
18 CINGDB00BE18190 DATA COUNT facev? (] 2017-02-24 15:35:32  2017-02-24 153535 0
17 CINGDB00BE18190 DATA COUNT templatevil (] 2017-02-24 15:35:32  2017-02-24 153535 0
16 CINGDB00BE18190 DATA COUNT user (] 2017-02-24 15:35:32  2017-02-24 153535 0
15 CINGDB00BE18190 DATA COUNT facev? (] 2017-02-24 15:32:44  2017-02-24 153247 0
14 CINGDB00BE18190 DATA COUNT templatevil (] 2017-02-24 15:32:44  2017-02-24 153247 0
13 CINGDB00BE18190 DATA COUNT user (] 2017-02-24 15:32:44  2017-02-24 153247 0
12 CINGDB00BE18190 SET OPTIONS ComPwd=280889 [-] 2017-02-24 15:26:09 2017-02-24 1526113 0
m CINGDB00BE18190 GET OPTIONS FingerFunOn,FvFunOn FaceFunOn ~MaxFace7Count~M & 2017-02-24 12:12:58 2017-02-24 121301 0
10 CINGDB00BE18190 GET COPTIONS IclockSvrFun, OverallAntiFunCn ~REXInputFunCn,~CardF & 2017-02-24 12:12:58 2017-02-24 121301 0
109 CINGDB00BE18190 GET OPTIONS Firmver~D LockCount,Readel & 2017-02-24 12:12:58 2017-02-24 121301 0
108 CINGDB00BE18190 DATA QUERY tablename=userfielddesc="filler=" (] 2017-02-24 10:46:12 2017-02-24 10:46:16 0
107 CINGDB00BE18190 SET OPTIONS DateTime=551097305 (] 2017-02-24 10:35:05 2017-02-24 10:35:07 0
108 CINE0B0D0SE18190 DATA UPDATE userauthorize Pin=223 Authorize Timezoneld=1 Authorize @ 2017-02-24 10:35.05 2017-02-24 10:35:16 O .
1< ¢ 1-50 3 3| SO0rowsperpage ~ JumpTo 1 /3 Page  Total of 119 records

If the returned value is more than or equal to 0, the command is successfully issued. If the returned
value is less than 0, the command is failed to be issued.
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